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Abstract—While Rowhammer has been extensively studied in
CPU-based memory systems, a very recent work by Lin et
al. (USENIX Security ‘25) extended this line of research to
GDDR6 GPU memory, demonstrating the first Rowhammer bit
flips on NVIDIA GPUs. However, they tested only a single GPU
and observed just 8 flips across 4 DRAM banks. Moreover,
their proof-of-concept exploit only demonstrated degradation
of a deep neural network’s inference, leaving both the extent
of GPUs’ susceptibility to Rowhammer and the impact of said
bit flips largely unexplored.

We address this gap by exploring both the prevalence and
impact of Rowhammer on GPUs. First, we develop techniques
for dramatically amplifying Rowhammer on modern GDDR6-
based GPUs. By utilizing the inherent parallelism in GPUs
and developing new techniques for bypassing Rowhammer
mitigations on GPUs, we are able to produce 129 bit flips per
DRAM bank on average, demonstrating a 64x increase over
prior work. We also present a comprehensive characterization
of GPUs’ Rowhammer susceptibility by testing more than 25
GPUs across multiple systems. Our findings show that nearly
all tested RTX A6000 GPUs remain vulnerable under realistic
configurations despite hardware-level mitigations, demonstrat-
ing that Rowhammer is far more prevalent on GDDR6 memory
than previously understood.

We also show the impact of Rowhammer on GPUs by
demonstrating the first GPU-to-CPU Rowhammer exploit, with
a practical end-to-end attack wherein an attacker flips bits in
the GPU’s memory and gains read and write access to all of
the host CPU’s memory.

1. Introduction

One of the most fundamental isolation abstractions un-
derpinning the security of most modern systems is memory
isolation, meaning that processes are restricted to reading
and writing data only into their corresponding virtual ad-
dress spaces. The Operating System (OS) is then entrusted
to manage the machine’s physical address space, partitioning
it into virtual address spaces across multiple processes.

However, as implied by their names, virtual address
spaces are merely a software abstraction, and as such fail
to properly model physical characteristics of memory hard-
ware. In particular, recent trends towards increasing DRAM
cell density and decreasing capacitor size have resulted in
the emergence of the Rowhammer vulnerability, enabling

attackers to flip bits in physical DRAM across virtual ad-
dress spaces and even security domains. Concerningly, the
Rowhammer vulnerability exhibits a sharp trend towards
increasingly lower activation thresholds with newer memory
generations due to ever increasing transistor density and
harder power constraints. For example, bit flips have been
observed after approximately 139K activations in DDR3 [1]],
10K in DDR4 [2], and as few as 4.8K in LPDDR4 [2].

Going beyond CPU hardware and DDR memory, re-
cently Lin et al. [3] found that GPUs equipped with GDDR6
also exhibit susceptibility to Rowhammer, demonstrating 8
observable flips in a single GPU card. While they showed
that this modest number of flips is sufficient to degrade
DNN output, much more remains to be done to characterize
the dangers stemming from Rowhammer attacks on GPU
hardware; both their prevalence of flips across multiple GPU
instances as well as their capabilities and exploitation sce-
narios are hitherto unexplored. Thus, in this paper we set out
to address this gap, systematically exploring Rowhammer
attacks on GPU hardware. More specifically, we ask the
following questions:

What is the true prevalence of Rowhammer-induced bit
flips on GPU hardware, both in terms of the number of flips
and the number of affected GPUs? What are the security
implications of GPU-based Rowhammer on the security
of the host system? How can such flips be exploited by
attackers and what will it take to defend against them?

Our Contributions

In this paper, we present a comprehensive characteriza-
tion of Rowhammer attacks on GPU hardware. We begin by
developing Rowhammer techniques designed specifically for
GDDR memory, showing that Rowhammer-induced bit flips
are far more prevalent on GDDR6 memory than previously
understood. We then perform the first systematic character-
ization of Rowhammer across multiple instances of GPU
hardware, encompassing a total of 25 GPU cards across
both Ampere and Ada architectures. Finally, we demonstrate
for the first time, that bit flips in GPU memory can grant
attackers arbitrary read/write access to all of CPU memory.
Advanced Rowhammering Techniques on GPUs. Prior
work obtained only a modest number of bit flips on an
NVIDIA RTX A6000 GPU, leading to conclusions that
GDDR memory is highly resistant to Rowhammer. We chal-
lenge this notion and demonstrate advanced Rowhammering



techniques that yield dramatically more bit flips on GDDR
memory. By reverse engineering properties of the GPU
warp scheduler and its TRR mitigations, we develop novel
techniques for achieving high throughput, synchronized, and
partially ordered Rowhammering patterns scheduled across
multiple warps. We also reverse engineer how logical rows
are arranged geometrically, allowing us to construct double-
sided Rowhammering patterns; when used in combination
with our techniques for evading TRR, our hammering tech-
niques can effectively induce tens of thousands of bit flips
across the GPU’s entire physical memory.

Large-scale Study of GPUs. We present the first large-
scale study of Rowhammer on GPU hardware, profiling
for Rowhammer-induced bit flips on 25 high-end NVIDIA
GPUs across Ampere and Ada architectures. We conduct
a comprehensive characterization of these GPUs, demon-
strating how prevalent Rowhammer is and revealing trends
with the minimum activation count required to induce bit
flips. Our study also provides insights into how different
data patterns influence Rowhammer susceptibility, and how
GPUs map memory locations to DRAM addresses.
Privilege Escalation from the GPU. Finally, we combine
our novel techniques to perform a practical end-to-end attack
that allows an unprivileged user’s CUDA kernel to gain
read/write access to both all of the GPU’s memory and all
of the CPU’s memory. To accomplish this, we developed
new memory massaging techniques for forcing the GPU’s
allocator to place GPU page tables in a targeted memory
location that the attacker can flip. Then, by using the bit
flip in the page table entry (PTE) to redirect it to another
page table entry that corresponds to the attacker’s memory,
the attacker gains the ability to modify one of its own page
tables on the GPU. Beyond granting read/write access to all
of the GPU through this modifiable page table, we show that
modifying the PTE’s aperture field allows the unprivileged
CUDA kernel to read and write all of the host CPU’s
memory, thereby completely compromising the machine.
Summary of Contributions. We contribute the following:

e We develop advanced techniques for Rowhammering
GPU memory that yield dramatically more bit flips than
prior work (Section , and open-source our code at
https://github.com/heelsec/GDDRHammer.

e We conduct a comprehensive characterization of the
Rowhammer vulnerability on a large number of GPUs,
and demonstrate that Rowhammer is indeed a widespread
security concern for GDDR memory (Section [5).

« We present a practical end-to-end exploit wherein an
unprivileged CUDA kernel leverages a bit flip on the
GPU’s memory to gain complete control over the host
system (Section [6)).

2. Background

This section gives an overview of GDDR6 DRAM,
including its internal organization and interaction with the
memory controller. We also introduce the Rowhammer at-
tack and the widely deployed mitigations against it.

2.1. GDDR6 DRAM

Contemporary DRAM systems are organized into a
multi-tiered hierarchy consisting of memory channels, Dual
In-line Memory Modules (DIMMs), ranks, and banks.
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Figure 1: GDDR6 DRAM Structure

Graphics Double Data Rate 6 (GDDR6) chips introduce
architectural enhancements over their GDDRS predecessors
by incorporating independent channels. As shown in Fig-
ure [I] each memory bank in GDDRG6 is partitioned into
two independent 16-bit channels that can process memory
requests concurrently. Together, they provide a 32-bit wide
data path, increasing memory throughput and parallelism.
The row buffer serves as a temporary storage structure that
facilitates data exchange with external components. Once
receiving an ACTIVATE command, the memory controller
activates an entire row into the row buffer, enabling sub-
sequent column accesses to read or write data. Threads
can access any address within the allocated global memory.
When a thread issues a global memory request, the request
is first checked by the cache hierarchy, which consists
of an L1 cache private to each Streaming Multiprocessor
(SM) and a unified L2 cache shared across all SMs. If the
requested address is not found in these caches, the access is
forwarded to the Memory Controller (MC), which translates
the physical address into a corresponding DRAM address.

When a row is currently active in the row buffer and
a request is made to access a different row within the
same bank, the memory controller issues a PRECHARGE
command to the DRAM. This operation closes the active
row and prepares the row buffer to be recharged for the
subsequent row activation, incurring some overhead. Con-
versely, if a subsequent data request is for the currently
active row, it results in a row buffer hit. Additionally, the MC
must issue REFRESH commands regularly, on average every
1.9us (the refresh interval or tREFI) in GDDR6 memory
based on JEDEC standard [4]. These periodic REFRESH
commands ensure all rows of a bank are refreshed within a
fixed 32ms refresh window (t\REFW).

2.2. Rowhammer

Rowhammer is a well-documented vulnerability in
DRAM that has been actively studied since its initial dis-
covery in 2012 [1f]. The phenomenon occurs when a spe-
cific DRAM row is repeatedly activated and precharged
(i.e hammered), which induces electromagnetic interference
with adjacent rows. This interference can accelerate charge
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leakage in neighboring cells, leading to bit flips even under
normal operating conditions. Accessed rows are referred to
as aggressor rows, while the adjacent rows affected by this
interference are called victim rows. As demonstrated in prior
studies [1} 2], the Rowhammer effect is strongest between
physically adjacent DRAM rows, meaning that bit flips are
most likely to occur in rows that are directly neighboring a
hammered aggressor row.

We follow prior work’s definitions [2] where the Ham-
mer Count (HC) is the number of times the aggressor rows
are activated, and define the activation threshold (HC'y;yg)
as the minimum HC' required to induce a bit flip in one of
the victim rows. The decreasing HC's;,s; in newer memory
generations indicates that Rowhammer is becoming progres-
sively easier to trigger, highlighting an increasing security
concern for modern DRAM technologies. HC'y;ys; has been
reported to be approximately 139K in DDR3 [1f], 10K in
DDR4 [2f], and as low as 4.8K in LPDDR4 [2]].
Rowhammer Access Patterns. To most effectively exploit
the Rowhammer phenomenon, attackers typically perform
(1) single-sided Rowhammer (i.e. repeatedly activate one
aggressor row that is physically adjacent to the victim row)
or (2) double-sided Rowhammer (i.e. repeatedly activate
two aggressor rows in an alternating pattern that are both
physically adjacent to the victim row). Prior works [} 2| 5]
have shown that double-sided Rowhammer is faster and
leads to more bit flips than single-sided Rowhammer.
Target Row Refresh. In response to the severity and
practicality of Rowhammer attacks, memory manufacturers
have deployed a family of mitigations known as Target Row
Refresh (TRR) in DDR4 DRAM. Prior work [6] found that
DRAM-side TRR uses a probabilistic sampling process to
detect frequently activated aggressor rows and proactively
refreshes their neighboring victim rows before the victim
reaches its HC'y;s. Despite this mitigation, however, TR-
Respass [6] demonstrated that increasing the number of
aggressor rows—i.e., using a many-sided hammer—can still
bypass TRR, causing Rowhammer bit flips to resurface on
roughly 30% of modern DDR4 DIMMs. In the many-sided
Rowhammer pattern, the pair of physically adjacent rows
to the victim are referred to as the true aggressors. All
other rows in the pattern, used to overwhelm and distract
TRR, are referred to as dummy rows. TRR is typically
either counter-based (tracking activations of ~16 rows per
bank) or sampling-based (detects aggressors by sampling
most recent accesses at certain intervals), and refreshes a
small set of neighboring rows once an aggressor exceeds its
activation threshold using specialized REFRESH operations
issued alongside normal refresh cycles [7]. When it comes
to GPU memory, [3] shows that GDDR6 employs a TRR-
like in-DRAM mitigation, similar to DDR4, that tracks
frequently activated rows and refreshes nearby rows.
Refresh Management. Refresh Management (REM) was
introduced in new sets of JEDEC standards for DDRS,
HBM3 and GDDR6 [4, |8, 9]. REM is a new DRAM com-
mand that gives DRAM devices more time to refresh rows
during periods of high DRAM activity. The new same-
bank REF/RFM/PREsb operations allow issuing refresh

and precharge commands to a specific bank within all
bank groups, instead of all banks simultaneously. For this
purpose, the rolling accumulated ACT (RAA) counters track
the number of ACT commands received per bank. When-
ever a counter reaches the maximum management threshold
(RAAMMT), ACTs to that bank are blocked until an REM
or REF operation reduces the counter by the initial man-
agement threshold (RAAIMT) or by 0.5-1.0xRAAMMT,
respectively. Although the RFM mechanism is standardized
for both DDRS5 and GDDR6 memory in JEDEC [4] 9],
recent work [10L [11] shows that RFM is not used by the
memory controllers of CPUs with DDRS5.

ECC Memory. Error-Correcting Code (ECC) memory is
a technology that attempts to correct memory corruptions
in hardware. GPUs with GDDR6 memory do not use ECC
memory by default due to its memory and performance over-
head, but users may enable ECC through the BIOS. Regard-
less, prior works [[11} 12} 13} [14] have already demonstrated
that ECC memory does not stop Rowhammer attacks, as
attackers can overcome the error correction.

3. Threat Model and Exprimental Setup

Threat Model. We assume a standard microarchitectural
threat model, with the attacker having user-mode unpriv-
ileged code execution on the target machine. In particular,
the attacker can execute code natively on the machine’s CPU
as well as CUDA kernels on the GPU. We also assume a
default configuration of a GDDR6 NVIDIA GPU, which
includes 2 MB page size and ECC disabled by the BIOS’
default settings. Our attack does not require physical access,
which is outside of our threat model. Finally, we assume the
target machine is running a modern and fully-updated OS,
with all side channel countermeasures in their default state.
Experimental Setup. All experiments in this paper are
conducted on a high-performance workstation equipped with
an AMD EPYC 7763 64-Core Processor and an NVIDIA
RTX A6000 GPU featuring 48 GB of GDDR6 memory,
as shown in Table [I] The system runs Ubuntu 24.04.3 LTS
with NVIDIA Driver 560.35.05 and CUDA Toolkit 12.6. For
timing consistency during experiments, we lock the GPU
core and memory frequencies, following Lin et al. [3]].

TABLE 1: Experimental Setup

Component Specification

Operating System  Ubuntu 24.04.3 LTS

CPU AMD EPYC 7763 64-Core Processor

GPU NVIDIA Ampere RTX A6000 (48 GB GDDR6)
NVIDIA Driver 560.35.05

CUDA Toolkit 12.6

4. Rowhammering GPUs

In this section, we first identify the primary challenges
and bottlenecks in the current state-of-the-art on Rowham-
mering GPUs. We then introduce techniques that allow



us to conduct a double-sided multibank hammering pat-
tern with a synchronized activation sequence that ampli-
fies Rowhammer on GDDR6 memory, despite uncertainties
in the DRAM’s geometry. We compare single-sided and
double-sided hammering, investigate how access ordering
within each refresh interval impacts TRR sampling, and
show that placing true aggressors at specific offsets in
the refresh interval markedly improves flip effectiveness.
Finally, we demonstrate that this double-sided synchronized
sequence, along with bank-level parallelism, yields around
2000 flips per GB of hammered memory.

4.1. Overview of Challenges

We identify several challenges and bottlenecks that lim-
ited previous efforts [3] to finding only two bit flips per
bank.

Challenge 1: Double-Sided Rowhammering on GPUs.
Based on prior work and observations [2], double-sided
Rowhammer substantially outperforms single-sided and am-
plifies Rowhammer across all memory setups, as alternating
activations from the two adjacent aggressor rows disturb the
victim at twice the rate. However, prior work [3]] is only able
to conduct single-sided hammering to achieve bit flips.
This is due in part to the challenges presented by the
non-contiguous DRAM row layout in GDDR6, which ob-
scures the true physical adjacency between aggressor and
victim rows and complicates the construction of double-
sided patterns. Another challenge presents itself in TRR’s
ability to more reliably detect double-sided hammering at-
tacks; in fact, without careful construction of Rowhammer
patterns to evade TRR detection, we found that double-
sided hammering on the GPU is actually less effective than
single-sided. In Section[4.2] we overcome these obstacles and
leverage double-sided Rowhammer to induce dramatically
more bit flips than single-sided.
Challenge 2: Synchronizing the Hammering Order. Pre-
vious Rowhammer studies on CPUs [6} [15, [16] execute
Rowhammer in a strictly synchronized pattern, activating ag-
gressor rows in a fixed sequence to evade the TRR sampler.
Synchronizing the execution order on GPUs, compared to
CPUs, however, is challenging because achieving maximal
activations within one refresh window requires coordinating
many threads and warps. As a result, the execution order of
accesses within a pattern becomes unpredictable due to the
GPU warp scheduler, making it impossible to place all the
aggressors at precise offsets within the pattern to evade the
TRR sampler. We address this challenge by compromising
on strictly ordering the entire pattern, and instead leveraging
a partially synchronized sequence technique in Section [4.3]
Challenge 3: Rapid Profiling. Prior work [3] profiled
four banks and reported a total of only eight bit flips, after
roughly 30 hours of traversing all the rows in the four banks.
That yield and runtime are insufficient for implementing
a practical end-to-end exploit that achieves arbitrary CPU
memory read/write, as exploitable flips must satisfy strict
positional and alignment constraints. To make exploitation

practical, an attacker must induce far more flips within
a limited time window. We address this with multibank
hammering, where we use multiple SMs to hammer banks
in parallel, thereby increasing both flip density (flips/GB)
and hammering speed (flips/hour), raising the probability of
discovering exploitable flips in a reasonable time frame.

4.2. Double-Sided Rowhammer

Constructing double-sided aggressor pairs is crucial for
amplifying the disturbance rate and inducing more flips. To
build a double-sided Rowhammer pattern, we first need to
locate a pair of true aggressors, which are the two rows that
geometrically lie above and below the victim row.

DRAM Geometry. Before we begin our experiments, we
initially assume a linear DRAM row layout, as is the case
with CPU memory, by using the higher consecutive physical
address bits as the row indexing function (as the bank ad-
dressing function is unknown, we choose bits [33:18], which
remain constant within the same bank according to the row
conflict observations.). We adopt the approach of [3] and
iterate over all of GPU memory at a cache line granularity
to detect row conflicts, grouping addresses into Row-Sets by
bank, assigning each row an index from the base address
under an assumption of contiguous row placement.

Naive Parallel Single-Sided Rowhammer. We begin our
investigation by first starting with a naive parallel single-
sided Rowhammer attack on a single GPU, so that we
can then study how to construct double-sided hammering
patterns on the vulnerable cells. We use a multi-warp, multi-
thread hammering kernel that synchronizes memory ac-
cesses with fREFI while maximizing activations per interval.
Each warp hammers one set of aggressors, and multiple
threads within the same warp maintain proper synchroniza-
tion. For example, 8 warps x 3 threads each are used in
a 24-sided pattern. We refer to this as parallel hammer for
the remainder of the paper.

Using this approach on our setup described in Ta-
ble [II we observe 11 flips across 4 banks. How-
ever, the logical row indices (the linear labels from the
cacheline sweep) do not guarantee true geometric adja-
cency—interleaving/remapping across banks/subarrays can
reorder rows geometrically—and, consistent with [3], the
observed flips appear single-sided under the distance-4 pat-
tern (hammering rows n,n +4,...,n + 4k). Therefore, our
goal is to infer the true geometric neighborhood around each
victim directly from flip behavior, without assuming a linear
row layout, and to locate double-sided true aggressors.
Locating True Aggressors. To infer the two rows adjacent
to a row that contains a vulnerable cell, R;, we run an exper-
iment that randomly selects a single-sided aggressor ;4 ;
and replaces all other rows in the pattern with dummy rows
from the same bank. These dummy rows are chosen far from
R; to avoid interference caused by DRAM cell density. We
sweep across neighboring rows up to a maximum distance of
20 and record which rows trigger flips; those rows are treated
as the true aggressors. We choose this bound empirically; in
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Figure 2: Reproduction rate and distribution of single-sided
aggressor rows identified for selected vulnerable cells.

preliminary experiments we scanned larger distances (over
100 rows) and found that rows beyond distance 20 never
triggered flips. To improve reliability, we repeat the experi-
ment multiple times on each vulnerable cell. The distribution
of true aggressors for 6 different vulnerable cells is shown
in Figure 2| (6 of the 11 flips can be consistently triggered
by single-sided hammering. We consider these cells to be
extremely vulnerable). All extremely vulnerable cells can
be flipped by exactly two distinct aggressor rows when
conducting single-sided hammering, indicating that these
two aggressors are geometrically adjacent to the victims.
The distance between victims and aggressors ranges from
1 to 7, suggesting a complex row layout in DRAM rather
than a simple linear organization. We refer to this layout as a
non-monotonic DRAM row function, as a higher address
may be mapped to a lower DRAM row. Importantly, we
find that in every case, the two true aggressors are located
in logically adjacent rows (i.e., row n and n + 1), while the
victim bit flip is found in a different row. From this locating
strategy, we draw the following conclusion:

Observation 1. Under a single-sided hammering
attack, vulnerable cells can be flipped by exactly two
distinct aggressors that are always adjacent in logical
row indices; the victim row, however, is logically
distant from this aggressor pair.

Upon adding both true-aggressors to our Rowhammer
pattern, however, we found that the attack is actually less
effective. We suspect that this is because naive double-
sided hammering, without careful synchronization, actually
presents twice as many opportunities for the TRR mecha-
nism to detect and mitigate the attack.

4.3. Synchronized Rowhammer

We address this problem by synchronizing the hammer-
ing sequence to enable effective double-sided hammering.
Synchronization for Evading TRR. Some works have
shown that the exact order and timing of accesses within
a pattern critically affect Rowhammer effectiveness [2| |15}
16]. The reason is that the TRR sampler is command-order-
dependent, meaning it only samples activations at certain

(a) Naive Parallel Hammering

Warp Jitter (= 50 cycles)

Agg Warp 1 [DISCARDR1| ACTR1 | tRC | IDLE |

Agg Warp 2 | DiscARDR2 [ ACTR2 | Rc | IDLE |
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Agg Warp 4 | DIscARDR4 | ACTR4 | tRC | IDLE |

(b) Strongly Synchronized Sequence Hammering

Agg Warp 1 [DISCARDR1 | ACTR1 | tRC | IDLE |

Agg Warp 2 | Nop [DISCARDR2| AcTR2 | RC | IDLE |

Agg Warp 3 NOP | NOP |DISCARDR3| ACTR3 | tRC | IDLE |
Agg Warp 4 | Nop [ Nop [ NOP |DISCARDR4| ACTR4 | tRC | IDLE |
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Dummy Warp 1 [DISCARDR2 | ACTR2 | RC | IDLE |
Dummy Warp 2 | DISCARDR3 | ACTR3 | tRC | IDLE |
DummyWarp3 | | DISCARDR4 | ACTR4 | tRC | IDLE |

REFRESH Interval

Time,

Figure 3: Three different variants of 4-warp parallel
Rowhammer: (a) a native kernel without synchronization,
(b) a strongly synchronized sequence pattern across all
warps, and (c) a partially synchronized sequence pattern
only targeting the aggressor warp.

offsets within a refresh interval. Thus, it is necessary that
Rowhammer patterns issue activations to the true aggressor
rows at offsets that the TRR sampler misses.

Naive Parallel Hammering. It is straightforward to
synchronize the activation sequence in this manner on CPUs,
when activations are issued from a single thread. However,
synchronization becomes challenging on GPUs, as we must
employ parallel hammering to maximize the number of
activations. GPU memory latency (around 300ns) is roughly
5x higher than typical CPU memory latency (around 60ns),
so naive single-thread sequential hammering achieves only
about 100K activations for a row within a 32-ms tREFW,
and fewer than 6K activations per row if an attacker crafts
a long pattern to bypass TRR. Parallel hammering signifi-
cantly increases the number of activations an attacker can
issue within a tREFW, but it introduces another problem:
within one SM, many warps are active at the same time,
and the warp scheduler picks one ready warp each cycle to
issue an instruction. If a warp is waiting on memory, the
warp is skipped until it becomes ready again. This makes
the execution order of warps unpredictable, which makes
execution order of Rowhammer patterns unpredictable—a key
challenge that affects Rowhammer effectiveness.

When constructing a pattern with 24 aggressors, the
attacker needs at least eight warps to launch the pattern
in parallel and synchronize all accesses with the refresh
interval. Within the same SM, warps are not started at
precisely the same timestamp; there is inherent jitter across
warps, which can result in an unpredictable execution order.
Figure [3(a) shows a naive 4-warp hammer kernel example
without synchronizing the execution order. It is possible
to explore synchronization-based designs to enforce strict
hammering order across threads and warps (e.g., atomic
flags for thread-level synchronization or shared-memory
flags for warp-level ordering), but the coordination overhead



and scheduling jitter introduce delays far exceeding one
tREFI. Consequently, these methods fail to preserve activa-
tion within a single tREFI, making the methods infeasible
for precise execution control. Thus, synchronization and
memory activation throughput are at odds with one another.
Partially Synchronized Hammering. We overcome
this challenge by with a partially synchronized hammering
pattern, which synchronizes only the most important part
of the pattern, while still maintaining maximal throughput.
Instead of communicating across warps, we synchronize the
execution order in a slightly relaxed sequence by simply ad-
vancing or delaying one single warp where true aggressors
are, and ignoring the sequence of all other warps where
dummy rows are in. In other words, we care only about
the relative location of the aggressor warp. Advancing or
delaying the aggressor warp within an iteration is achieved
by inserting a configurable number of nops into specific
warps. With partial control of the aggressor warp’s relative
position within the pattern in Figure [3{(c), the attacker can
preserve the number of activations required to induce flips,
since the pattern length remains shorter than a single tREFI.
Strongly Synchronized Hammering. We also investigated
enforcing a strict sequence for the entire pattern by adding
warpldxnops to every warp, but two problems arose. First,
threads within a warp execute in lock-step under a single
counter, while different threads may access different rows.
This makes it difficult to impose an ordering using differing
numbers of nops: when threads follow different control-flow
paths, the warp executes all paths under predication, so every
thread has the same timing (e.g., clock64()). Second, more
than eight warps are required to hammer a sufficient number
of rows to overwhelm TRR. Inserting enough nops to cover
scheduler jitter causes the pattern to exceed a single tREFI,
even though it would guarantee correctly timed activations,
as shown in Figure [3(b). Therefore, partially controlling the
aggressor warp’s position is the most practical solution.

Observation 2. Despite non-deterministic warp
scheduling, we can still synchronize the relative po-
sition of the true aggressor warp within a refresh
interval without reducing activation throughput.

4.4. TRR Sampling Characterization

In order to evade detection by the TRR mechanism, we
must first reverse engineer the TRR’s sampling mechanism.
Prior work [7]] reveals that in-DRAM TRR acts at the same
time as a REFRESH, and that only certain offsets within a
refresh interval are sampled. Having addressed the problem
of synchronizing true aggressors execution order in the
previous section, we now must determine when to hammer
true aggressors and for how long; that is, we must determine
how to sequence activations such that the offsets of the true
aggressors evade detection by the sampler.

Aggressor Offset. We design an experiment where we
select a double-sided aggressor pair (a1,as) that flips a
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Figure 4: Probing of aggressor offsets 0---N — 3 and
intensity (pattern size N with 3 threads per warp).
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Figure 5: Reproduction rate when repeating hammering the
weak cells with different warp offset and intensity (barely
any flips are observed when the intensity > 2), suggesting
that the TRR mechanism samples the first 18 activations
within an interval.

vulnerable cell and construct a pattern of length N = k xm,
where N is the number of memory accesses that fit within a
refresh interval (determined experimentally), m is the warp
size, and k is the number of threads per warp. For each pos-
sible offset t = 0, k, ..., N —k at which the two aggressors
can be placed, we craft a pattern as follows: the aggressors
a1 and as are placed at positions ¢ and ¢ + 1 (same warp),
respectively, and the remaining N — |{aj,a2}| = N — 2
accesses (i.e., positions 0 < i < N for i ¢ {¢t,t + 1}) are
filled with accesses to dummy rows in the same bank as a;
and ap. This is illustrated in Figure f] Since controlling
the execution order of threads within the same warp is
challenging, we perform the offset and intensity experiment
using a stride equal to the warp size, as described in the
previous section, rather than traverse all offsets from 0 to
N — 2 as in Blacksmith [[16]]. Each pattern is hammered
for 10 refresh windows, long enough to see flips for all
vulnerable cells. To ensure these patterns remain inside one
refresh interval, delays within each warp are added after
accessing the memory using nops. When delays overlap
across all warps, an idle window is implicitly created at
the memory controller, allowing a REFRESH command to
be issued in alignment with the hammering pattern.

Figure [5] shows the results of our experiment on the
RTX A6000 GPU, aggregating different warp offsets over
the same six extremeley vulnerable cells identified in Sec-
tion €21 The maximum number of accesses that fit inside
one refresh interval is around 27 with 3 threads per warp.
The best pattern, which achieves a 100% reproduction rate,
places aggressors in the last two warps. As shown in Fig-
ure [5] an arbitrarily chosen aggressor offset may lead to no
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Figure 6: HC'y;ys; required to flip weak cells under single-
sided and double-sided hammering.

bit flips because the TRR sampler considers the first accesses
in a refresh interval, similar to the observations reported in
some CPU DIMMS [16]. These results suggest that towards
the end of the refresh interval, accesses are sampled only
within a specific time period. Hence, we can trigger bit flips
by hammering at specific times in the last = 20% of the
refresh interval (i.e., offsets > 21). The number of observed
bit flips in this range is, on average, higher than all other
offsets within a REFRESH interval. Thus, we conclude that
our assumption is correct: carefully choosing when to access
aggressors maximizes effectiveness.

Observation 3. Placing a pair of aggressors in the
last ~ 20% of a pattern within a refresh interval
effectively bypasses TRR on the RTX A6000 GPU.

Comparing Double-sided to Single-sided Hammer. To
confirm that a properly synchronized double-sided hammer-
ing attack is more effective than single-sided, we conduct
an experiment to measure HC'y;,.s; under both single-sided
and double-sided hammering. We find HC by incrementing
the hammering iterations by 100 at a time, and record
the smallest HC' value that causes the first bit flip in the
vulnerable cells from Section

Figure [6] shows the results of our experiment. Across all
vulnerable cells, HC/;,4; is around 13K for a single-sided
pattern, while HC'y;s; = 8.5K is sufficient to trigger flips
for the double-sided pattern. This value is close to previously
reported results for newer DDR4 chips [2], and continues the
trend of newer DRAM generations having lower thresholds.

Overall, our results show that, once the activation order
is properly synchronized, double-sided Rowhammer patterns
significantly amplify disturbance in GDDR6 memory com-
pared with single-sided hammering. By synchronizing the
activation order and evading TRR, the attacker can achieve a
lower HC';,5+ and effectively double the activation density.

Aggressor Intensity. After observing the result of different
aggressor offsets, we ask whether hammering frue aggres-
sors at a higher activation rate (i.e. activating them more than
once within one refresh interval) yields more bit flips. The
risk, however, is that accessing frue aggressors successively
too often will likely be detected by the TRR mechanism.
To evaluate this, we extended the previous experiment by
hammering true aggressors at each possible pattern offset
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Figure 7: Reproduction rate when repeating hammering the
weak cells with different warp offset and intensity (1-4) up
to 2 REFRESH intervals.

up to three times across ten refresh Windowsﬂ

The results from this experiment for different hammering
intensities are shown in Figure [5] For offsets placed in
the final 20% of the refresh interval, increasing hammering
intensity actually results in a substantially lower flip prob-
ability for all vulnerable cells. This behavior contrasts with
CPU DRAM results: prior work [16] reports that increasing
hammer intensity up to a point produces more flips. We
infer that this difference stems from the smaller number
of activations that can fit within one refresh interval due
to the shorter tREFI compared to CPU DDR4 DRAM.
Increasing the hammering intensity reduces the fraction of
dummy activations, thereby increasing the likelihood that
TRR detects the true aggressors.

Multi-interval Patterns. Since a single activation of
a pattern within one refresh interval can induce flips, we
ask whether patterns that span multiple refresh intervals
remain effective. To answer this, we identify parameters
for effective patterns across two consecutive refresh inter-
vals. We extend the single refresh interval experiment in
Figure [3 to two refresh intervals. In our experiment, we
vary the hammering intensity from 1 to 4 for each pair
of aggressors and fill all remaining accesses with dummy
rows, as approximately 56 activations can be issued within
two refresh intervals. We repeat this experiment for each
vulnerable cell and scan the weak cells for bit flips. Unlike
the previous setup, we synchronize with the REFRESH only
once at the end of each iteration.

Figure [7] shows the flip probability of weak cells at
different offsets across up to two refresh intervals. Unlike
patterns confined to a single refresh interval, where an inten-
sity of 1 yields the best results, patterns spanning two refresh
intervals achieve the highest effectiveness when hammering
the aggressors twice. Otherwise, insufficient activations are
issued to flip a cell. Moreover, for intensities greater than
2, flips can still be consistently observed. In contrast, for
patterns shorter than one refresh interval, hammering an
aggressor more than once rarely produces flips. This is
because, in patterns spanning two refresh intervals, a larger
number of dummy rows are used to bypass TRR, allow-
ing more effective hammering. Interestingly, although flips
can be observed for intensities greater than 2, no pattern

1. We limited the repetition (intensity) to three because beyond that, the
number of dummy accesses becomes insufficient to overwhelm TRR.



spanning two refresh intervals performs as effectively as
the pattern confined within a single refresh interval with
an intensity of 1. From these findings, we conclude that:

Observation 4. Although flips can still be observed
when extending the pattern to two tREFI, hammering
each aggressor only once and keeping the pattern
within a single tREFI remains the optimal strategy
for inducing bit flips.

These experiments reveal two key properties. First, TRR
samples activations early in each refresh interval, so placing
aggressors near the end of the interval can bypass the
mitigation. Second, the GPU warp scheduler introduces un-
predictable execution ordering across warps. Therefore, we
partially control the hammering sequence by only partially
synchronizing the true aggressors.

4.5. Multibank Rowhammer

Obtaining flips quickly is essential for end-to-end ex-
ploitation in Section [} candidate flips must satisfy strict
criteria, so a larger number of flips increases the chance
of finding a suitable one quickly. However, obtaining the 11
bit flips from Section following the approach of [3]] took
over 30 hours of hammering across 4 banks. Such efficiency
is insufficient to support a practical end-to-end attack. Given
that GPUs are particularly well suited for parallel accesses,
we leverage multi-bank hammering on the GPU in order to
induce far more flips within the same time window.

Multibank Hammering. Multibank Hammering [17]
uses bank-level parallelism to hammer banks in parallel to
increase the rate at which they can profile memory. This is
due to how the time between two activations in the same
bank is constrained by tRC (46.75ns), so row n + 1 of a
bank cannot be activated until RC after activating row n in
the single-bank hammering case. By interleaving activations
across multiple banks, however, a new row in a different
bank can be activated every tRRD (3.7ns or 5.3 ns), which
is significantly shorter than tRC.

Multibank Hammering on GPUs. On GPUs, we can
assign each bank to a distinct SM for parallel hammering,
leveraging the massive parallelism inherent to GPU archi-
tectures to maximize activation throughput. We assign each
bank’s hammering task to a different SM to avoid the timing
jitter that can arise when multiple banks are hammered by
additional warps and threads within a single SM.

Flips/GB and Flips/hour. Figure [§] shows the results from
the multibank hammering experiment on an RTX A6000
GPU, wherein we used our optimized, partially synchro-
nized double-sided Rowhammering techniques on multiple
banks in parallel. We hammered each configuration with a
different number of banks for six hours, randomly selecting
two adjacent rows as true aggressors and 22 rows as dummy
rows. To quantify the efficiency of our method, we measured
the GPU’s flips/GB. This is computed by dividing the total
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Figure 8: Flips/GB and flips/hour (number of flips divided
by the hammered memory size and hammering time, respec-
tively) from 24-sided Multibank Hammering (6 hours).
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Figure 9: Flips/GB (bar) and the average time of ACT-to-
ACT Latency in a single bank (line).

number of unique flips by the size of the hammered memory
region. We also measured the average flips/hour.

When we conduct multibank hammering with 6 banks,
we observe that in addition to the flips/hour sharply increas-
ing by roughly a factor of 3, the flips/GB also increases by
roughly 50%. Under the six-bank configuration, flips/GB
and flips/hour reach their highest values—1869 and 7.17,
respectively—and we draw the following observation:

Observation 5. Multibank hammering produces
more flips within the same time window, and finds
more unique flips per gigabyte of memory. Empir-
ically, the optimal number of banks to hammer in
parallel on the RTX A6000 GPU is six.

ACT-to-ACT Latency. We also estimated the time duration
between two consecutive activation commands by measuring
the duration of each multibank hammering iteration, then
dividing it by the number of banks and the number of
expected ACTs to the bank (borrowing terminology from
[[L7], we call this “ACT-to-ACT time”). From Figure E} we
observe that the duration of a hammering iteration remains
steady as the number of banks increases. Cojocar et al. [[18]]
showed that ACT-to-ACT time has a significant effect on an
attack’s efficiency. We find that the ACT-to-ACT latency in a
single-SM is slightly longer than in the multi-SM case where
each SM hammers a dedicated bank. This is another reason
we bind each bank’s hammering task to a dedicated SM to
reduce ACT-to-ACT latency and maximize attack efficiency.
In multibank hammering, the ACT-to-ACT latency directly
controls how fast aggressor rows can be activated. When
ACT-to-ACT latency increases, the activation rate drops and
number of flips induced decrease.



Overall, multibank hammering allows us to obtain a
greater number of flips more quickly within the same mem-
ory region and time window, enabling us to discover more
flip candidates for constructing an end-to-end exploit.
Multibank Hammering Traversing. = We evaluate our
approach and compare against [3]]. Specifically, we conduct
a systematic hammering that traverses all logically adjacent
rows as frue aggressors within each bank and perform
multibank hammering on the same four banks used in our
reproduction, show that under identical conditions (i.e. we
run [3])’s code on our same GPU), our techniques induce an
average of 94.75 flips per bank, while [3]]’s approach induces
2.75 flips/bank. Moreover, our result is roughly 50x more
than their reported results on their own GPU (8 flips across
4 banks)—demonstrating the effectiveness of our advanced
Rowhammer techniques.

TABLE 2: Comparison of ours with Lin et al. [3]] (using their
implementation) on the same RTX A6000 GPU (Table

Ours Lin et al. [3]

Total Flips 379 11
0 — 1 Flips 347 11
1 — 0 Flips 32 0
Flips/bank 94.75 2.75
Flips/GB 758 22

5. Comprehensive Characterization

Now that we have developed optimized Rowhammering
techniques, in this section we analyze the prevalence of
the Rowhammer vulnerability on GPUs more broadly. We
present a comprehensive characterization of Rowhammer
across 25 NVIDIA GPUs, including 17 RTX A6000s of
Ampere-architecture and 8 RTX 6000 Ada generation GPUs,
respectively. All of the GPUs use Samsung DRAM; the
Ampere RTX A6000 GPUs are equipped with GDDR6
memory, while the Ada RTX 6000 GPUs use GDDR6X,
which may employ different in-DRAM mitigation mecha-
nisms and thus exhibit different behavior under a Rowham-
mer attack. We evaluate each GPU’s worst-case vulnerability
to Rowhammer by hammering for 6 hours with a 24-sided,
6-banked hammering pattern, and find that the Rowhammer
vulnerability is far more prevalent among GDDR6 memory
than previously believed.

5.1. Rowhammer Vulnerability

Experiment Setup. We first examine which tested GPUs
are susceptible to Rowhammer. For each GPU, we randomly
select a pair of aggressor rows and craft a hammering pattern
based on our observations in Section 4l We then hammer
each pattern for 10 refresh windows and verify whether bit
flips occur. Table 3] summarizes the fraction of GPUs on
which Rowhammer-induced bit flips are observed.

Observation. The fraction of Ampere RTX A6000 GPUs
vulnerable to Rowhammer is extremely high, with only a

TABLE 3: Rowhammerable GPUs across DRAM type

GPU DRAM Type Vulnerability
Ampere RTX A6000 GDDR6 16/17
Ada RTX A6000 GDDRO6x 0/8

single GPU in our test pool showing no flips. In contrast,
all RTX 6000 Ada generation GPUs exhibit no bit flips.
Given that the differences in their memory technologies are
proprietary, we leave their investigation for future work. For
pedagogical reasons, details of our Ada GPU hammering
attempts are provided in Appendix [A]

5.2. Advanced Rowhammer

Experimental Setup. Next, we evaluate the effectiveness
of the hammering strategies in Section [4| across all of
the vulnerable Ampere RTX A6000 GPUs. We repeat the
hammering experiment from Section [.3] with a six-bank
configuration for six hours, repeatedly randomly selecting
two logically adjacent rows as true aggressors and the
remaining 22 rows as dummy rows.

Observation. Figure |10] summarizes the aggregate results
from the 16 GPUs, showing the flips/GB in Figure [10a]
and the flips/hour in Figure under the optimal six-bank
configuration. Both metrics count unique bit flips at distinct
locations in DRAM. Multi-bank hammering enables us to
produce flips across different DIMM banks in parallel. We
observe substantial variance in flip behavior across different
GPUs, with the flips/GB ranging from 233 to 4051, and
the flips/hour ranging from 1.17 to 20.50. Notably, GPU #4
exhibits the highest vulnerability, reaching over 4K flips/GB
and 20 flips/hour. The significant device-to-device variation
even within the same architectural generation is consistent
with observations on CPU DIMMs [2].

Across all tested GPUs, the average number of flips we
induce per gigabyte is 1032—approximately 25x higher
than the average of 44 flips/GB obtained by running the
hammering methods of Lin et al. [3] on all GPUs. The
average number of flips per hour is 4.65, whereas Lin
et al. [3] in our GPUs reports only 0.73 flips per hour.
This means our method yields 6.37x more flips within the
same time period, substantially increasing the likelihood
of discovering exploitable flips for the end-to-end attack
described in Section

5.3. Hammer Count (HC) Threshold

Experiment Setup. We next study the vulnerability of each
GPU to Rowhammer by measuring the activation threshold
at which Rowhammer can induce bit flips. To conduct this
study, we increment HC by 100 at a time, targeting the flips
observed from the 16 GPUs in Section and record the
lowest hammer count (H Cf) that causes the cells to flip.
Observation.  Figure shows the distribution of the
HC'firs for 16 tested GPUs. Each box represents HC/rjp.s
measured across flips within one GPU. All GPUs show
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Figure 10: Comparison between our work (6-hour, 6-bank hammering) and Lin et al. [3]] (~30 hours).

20k 0x00), Solid1l (SO1: 0xFF), Colstripe0 (CO0: 0x55), and

Colstripel (CO1: 0xAR). In addition, we evaluate patterns

where every other row is written with the same value,
? i including Checkered) (CHO: 0x55) or RowstripeO (RSO:
0x00), while all remaining rows are written with the in-
verse value, Checkeredl (CH1: 0xAA) or Rowstripel (RS1:
0xFF), respectively [2l [19]. Figure [I2] plots the fraction of

—HH
— -
—

Hammer Count for
First Flip (HCfirst)
=
o
~
I
HH-
—-
iy
I
i I
—iH
—ilH
—llH-

5k

5 g Q g @ g ; gg g S & a4 ms o Q© the full set of observable bit flips each pattern identifies,
> 22222222 ; ; ; ; z ; ; with each subplot showing the coverage for a distinct GPU.
OOOOOOOOOOOOOUDO
. . 100%
Figure 11: Number of hammers required to cause the first I GPU#2 GPU 3 Gy
bit flip of vulnerable cells (HC't;rs:) per GPU. So%

25% I I l I
0%

F
E

remarkably consistent H C'y;,5;, Wwhere most median values

GPU #5 GPU #6 GPU #7 GPU #8
are around 11K activations with marginal spread. 7%
Overall, the observed HC'y;,.s; distribution indicates that so%
. . . . . . . 25%
flipping a bit in GDDR6 memory requires similar or even N m L—I-EL M

slightly fewer activations than the most vulnerable DDR4
chips [2]. Clearly, increasing DRAM density and reducing
cell capacitance continues to lower HC;s; even in GPU
memory, underscoring the need for a systematic study of in-
DRAM mitigation schemes and refresh-management strate-
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observable bit flips, we test all vulnerable GPUs with
HC = 64K under six-bank hammering and examine flips Figure 12: Bit Flip coverage of different data patterns for
produced under each data pattern over six hours. We then  the 16 Ampere RTX A6000 GPUs.

aggregate all bit flips observed for each data pattern.

Data Pattern. For data pattern evaluation, we test sev- Observation. Consistent with our earlier observation
eral commonly used DRAM patterns in which every byte (Table[2) that more than 80% of all flips are 0 — 1 flips, RSO
within a row is written with the same value: Solid0 (SOO: emerges as the most effective pattern overall, reliably expos-



ing the vulnerability on every GPU, while RS1 consistently
exhibits the weakest coverage. We further observe that CO1
can outperform COO on several GPUs, suggesting that the
column-stripe pattern also influences disturbance behavior.
However, this effect is not universal, and CO1 should not
be treated as a reliable worst-case pattern. Meanwhile, CH1
and CHO show nearly identical coverage across GPUs. We
hypothesize that adjacent bit cells of opposite charge in the
same physical wordline experience comparable interference,
leading to symmetric vulnerability under the two checkered
patterns. For all experiments in this paper, we characterize
each GPU using only the worst-case data pattern: RSO.

5.5. Bit Flip Characterization

Experiment Setup We next experimentally study the spa-
tial distribution of bit flips across all GPUs. For each GPU,
we aggregate the logical row index of all the victims and
the aggressors that induce the flips, and analyze the spatial
distribution of bit flips throughout the GPU. Figure [T3] plots
the fraction of bit flips that occur in a given row offset from
the victim row out of all observed flips in different GPUs.
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Figure 13: Distribution of bit flips across row offsets for 16
Ampere RTX A6000 GPUs.

Observations. We observe that the majority of flips occur
from aggressors within a narrow band of 1-5 rows from the
victim row. Meanwhile, a non-trivial portion of flips appear
from aggressors at distances as large as £15 rows. These
observations indicate that the physical row layout in GDDR6
is considerably more complex than a simple contiguous
mapping, likely involving internal remapping structures or
multi-subarray coupling effects that enable distant physical
rows to disturb victim rows directly [20, 21}, 22]. Overall,
the aggregate results reveal a spatial distribution in GPU
DRAM that is completely different from what is observed
in CPU DRAM [2].

6. Hijacking CPU Memory Via the GPU

With our optimized GPU Rowhammering techniques in
hand, in this section we proceed to show how an attacker
can practically use Rowhammer on GPU memory to gain
read and write access to all of both GPU and CPU memory,
thereby allowing the attacker to gain root privileges and
completely subvert the system. While building our exploit,
we developed memory massaging techniques that exploit
the deterministic nature of the GPU allocator to manipulate
the GPU into placing its page tables in vulnerable memory
locations. This determinism allow us t